(virtual memory, I-0 taclliitlesy etc.) utlitization or
saturation that could be monitored, admittedly In the
presence of nolsey by the llstener programe. The recepntion
process might, for example, be basea upon denjals of
llstener requests for the same resources. In a recent
Intformal experiment at MIT, the Multics paging mechanism
was employed to telejraph a message at the rate of about
one character per second wlth about a blt error rate of
108-23, In some more "paranold®™ scenarlos, the Tro)an
horse is imbedded In the rardware.

The hope expressed by advocates of pattern-matchlna
survelllance technlques Is thaty, since the telegraphed
message Is Imposing a patterned behavlior on an otherwlse
random sequence of events, that same fact mlght be
exploited for the detectlion of the TrolJan horse. To our
knowledge, nothing has really been done to substantlate
thls possibliltye The fact thaty, as viewed by the system,
normal resource requests arrive rancomly hardly imclles
that thelr arrlvals, especlally =-- and this ls the ques-
tlon ~= thelr arrivals from a particular benlgn process,
are uncorrelated. In order to send a message, the event
spectrum of the TrojJan horse must be different than that
of normal system use. But [t would always be possible to
bulld a counter-counter response to scectral survelllance
by arblitrarlly lowerlng the bandwidth, l.eey making the
telegraph channel appear more |lke benlgn behavlior at a
cost of lower Information transmission ratese. He must
tur ther keep in mind that the survelllance program woula
normally be trying to oetect the Trojan horse among all
3ctive classlfied processes in complete lgnorance of the
technlques and code employed or even the Tro)an horse's
exlistence.

We woulg |like to suggest trat the most reasoned
approached to the questlon of pattern matchlng survell=-
lance methods is to Jain a better understanding ot the
possiblilities through the collectior of event statlstics
and the performance of slmple experiments on systems such

3s Multicse

The objects on which we mlicht wlsh to collect
statistics tall Into two classesy depending on whether we
are trying to detect ar external (ock=-picking attempt at
system penetration or an internal Tro)Jan horse telegraphy
of iIntformation to a lilstener. In the tirst case, we
axpect the intruder to ba revealed by the [llegality of
hls moves. The objects we woulc be [nterested In would
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Include elementary events such as lllegal Instructlons
(partlicularly attempted ring violatlons In Multlics) and
I1legal addresses. These latter would prilmarlly be due to
segment violationsy @.9.9y requests for non-existent
segmentsy, or segments to which the user Is prohibited
access (particularly to system dlrectory or tabular Infor-
mation) or to which he has access prlvlleges, but of a
different type. All of these statistics should be kept In
rather fine detall. System tables are to be distingulshed
from other protected segments, ring violatlons are to be
classified by ring, segment denlais by reason of security
ievel are to be distingulshed from those due to need-to-- ]
knowy l.eey discretlonary, privileges. Simillar statlstics
would also be kept for non-virtual entitiess e<ge.y denjals .
of off-line printoutse. i

Besldes these elementary events, we would also record
statistics on some compound events that aopear Indlvisible
to system users. These would Include all togon fallures
whether caused by non-authorizea personal lLdentification, t
Invalld project or group assoclatlony, Incorrect password,
a request for too high a securlty level or an attempt
either to log on at a personally valid security level from
a terminal which is not physlcally secured at that level
or an attempt to logon at any level on a terminal whose
physical security exceeds the user®s clearance. The last
represents a breach of physical securlty and must Invoke
an Ilmmedlate alarm,

Much of the above materiail will be recorded in the
audlt log In any case. HWe are only suggesting that a
1ii*tle statistlcal data processing micht help us determine
1f any proposed surveillance scrteme h3s much chance of
detecting external penetratlon threats.

With regard to the Internaly, Trojan horse, threats,
on the other hand, 1t woulc seem necessary to carefully
deslgn speclific experiments. Unlike the [tems mentionea
above which are (though most frequently by accldent rather
than deslgn) patent attempcts to transjress the system's
security boundarles, the Tro)Jan horse Is employlng normal <
system components In apparently ncrmal modes and never ;
violates any formal protectlon mechanlsms. We have, In
fact, very little to look for, jJust unlikely patterns in
the demands placed on ceep system resources, €«ges the
opaglng mechanism or the I-0 channels or devlices.
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For both the Internal and external threats, the
statistics collected for each of the llsted ltems must
Include its mean (l.2.y the volume of transactlons), lts
varlance (l.eey the peculiarity of speclal events), and
certaln correfations. These would Incltude correlatlons
between different events, between events ard processesSy
and between events and userse This list [s needed for
both the discounting of personal idiosyncrasles and for
the assoclatlon of a Trojan horse with a llstener.

In the case of the Iinternal Trojan horse threat, we
must also coliect the crltlcal data on the frequency
spectra of calls and saturation of the system components,
Furthermore, we must Ilnvestigate what sort of time changes
are to be expected in these spectra, since such events,
beling normally so dependant on system loady, could hardly
constltute statlonary processes.

Any potentlal criterja for the discovery of a Trojan
horse that mlight emerge from these stidies should be
tested experimentally agalnst Trojar horses we have foaled
ourselvese. These tests sroulad be run, presumably on a
Multics system, under both heavy and light lo&ds by
partles bllnd to the presence or absence of the Trojan
horse. Furthermore, these tests must be designed to
reveal clearly thelir dependence or Independence of both
the actual technliques employed by partlcular TrojJan horses
and the knowledge of these technlques.

ACTIVE DEFENSES

As previously referenced, Hollingsworth advocates the
Jse of active defensesy le.e.y pseudo-flaws combined with
entrapment tactlcs, Jesigned to fead 3 would=-be penetrator
away from system weaknesses Into a path on which he seems
to be galning prohlbjited accesses, but Is, in fact, being
misled and monltored.

At the system command or text-editor level, the
scenario would have the user guessing passwords, being
rejected several timas, then flnally beling accepted. The
user then trles to reac privileged cata and, whlle
apparently succeedinjy iss In fact, ted false data from
preparea flles. With respect to lower level attempts at
penctration, e.9.y Prohibited memory raeferences generated
by user deflned assembly language routlnes, the strategy
ls for the lilegal instructlor to trap to a software
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routine which sets up a8 pattern of mislieading behavior
rather than the normal prcogram abort. From the moment hils
behavior becomes sSo suspiclous as to Invoke the entrapment
processy the user would not be only subject to the normal
audit and survelllance proceduresy but would also be moni-
tored so that an alarm would be sounded and a real-t]lme
transcript of the entire user-machlne conversation
preserved.

One must be skeptlicale All concern about password o
guessingy, whether In reference to entrapment or pattern
matching survelllance techniquesy, must ralse the questlion
as to whether such tactlics constitute any substantlal
threat. Since most systems give the user no, or
practically no, resources until logged ony he can do
Ilttle but guess wildly. Cur real threats are from much
more sophisticated users who hopey in facty to emplioy the
extensive on-llne system facilltles, turning them to thelr
own advantage. Any sophlstlicated user who found he could
reference prohiblted segments through the sole use of such
high level facllltles as ¢ text-editor would be very
susplclous Indeede.

Stilly, if one could grovide convincing active
defensesy the advantages woulc be qul te attractlive.
Hol lIngsworth advocates entrapment as an addl tional
defensive mechanism for non-certlifiable systems. But,
catchlng a thief Is Interesting In [tselt, and catchling a
spy much more valuable. So there would be strong motlives
to add such facilities to certified systems also. Actlive
defenses have the further attractlor that they not only
trap the culprlt In the acty, but they also go a long way
towards establishing his intent. One must be extremely
skepticaly however, about the machine®s ablllty to
understand the user®s motlves enough to convincingly A
entrap him when the total evlaence of his Intentlons is
Imbedded In an arbltrary assembly lancuage programe. 3
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SECTION V

RECOMMENDATIONS

The discusslon to thls polnt indlicates that, In
generaly the audalt of multi-security-level systems |s
fairly well understood as is hardware survelllance. The
proposed approaches to software survelllance, at lteast the
more lmaglnative onesy are on much less sol id foundatione.
We should like In thils section to suggest guldellines with
respect to the study and Implementaticn ot audlt and
survelllance related subsystems that seem t0o us natural
and reasonable under these circumstancese.

ENGINEERING APPROACHES

WNe refer here to those tasks that are obllgatory and
sufficlently understood so that Intelllgent design is
possible todaye.

j Baslc Auditing

ESD is involved In the construction of a number of
muiltl-level secure systems which requlire audlit facliiities.
These would Include the Alr Force Data Services Center
{2)y the Security Kerne! B8ased Multics System, the Secure
Front-End Processor to Multlcsy, and tre PDP~11/45. The
audit logs requlired by Do0 5200.28=-M must Include ltems
1-4 of our list of 21 Itams at the beginning of Sectlion
IVe Though the practlcality of recording alj accesses to
classlified segments IS extremely questionab le, the faclil-
tles to satlisfy all four requirements wlll exlist in the
two MULTICS systems Just referred to. The syserr (og of
the AF Data Service Center will also contaln records of
denled accesses ana lllegal procedures (our | tems 7 and
13). Most of the other ltems on our Iist would also seem
well-aavised and easy to lImplement.

In additlon to the 3actual logsy the system securlty
officer must have avallable the relevant software
described In Sectlon IV for the control of the audliting
process (the Data Services Center specliflcation referenced
above descrlibes "audlt select fiags®™ which are equivalent
to our "audlt vector'") and for the on-llne analysls of
collected datas This list includes tre audlt search spec-
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lflcation language and correlation toolse Efforts should
be concentrated In ldentlfylng and recording onily the
minlaug necessary data to keep the data reduction/analysls
problem from becoming too complex.

Sucyelliance

The "subverter", the hardware surveillance mechanism,
should be included to provide protection against probabil-
istic hardware failure. The operation of a subverter is
discussed by Karger and Schell [12]. The provision of the
alarm and Big Brother systems mentioned in Section IV
represent an additional surveillance capability that might
be a goal for future development.

DEVELOPMENTAL APPROACHES

The main problem Is the evaluaticn and deslgn of the
more sophistlcated survelllance technliques.e We would |ike
to suggest that the steps below be taken sequentially.

i S1atistical Studles

In Section IV, we outllned at some length a proposed
statlstlcal study of securlty related events. We feel
such a study should be undertaken on some selected Multics
system(s). It should flrst be determlined which statistics
are currently avallable from extant Mul tics systemsSy e«Qes
MIT, Honeywell, RADC, AFDSC, and then this infcrmatlon
should be gatherede.

Incidental lyy, durlng thls study statistlcs should be
kepty to the extent possibley, on the cost In machline time
and (impllicltly) capital equlpment requlred for monltoring
different eventse Thiss 0of courses would dbe for the
purpose of galning more preclise understanding of the
performance and cost related constralnts of Sectvion III.

The main point of collecting and Interpreting the
statistics on security relsted events Is to have them
avallable as analytical ajicds In the feasibllilty stuay of
the more sophlsticated survelllance techniques, especially
the pattern matching approaches to Trao)Jan horse detectlon.
TrojJan horse detection iIs the most important survelllance
problem because!
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1« The Trojar horse remalns, together, perhaps,
with the possibility of espionage by cleared
personnel, as one of the outstanding problems In
complete computer securitye Thils Is a conse-
quence of the tsct that Morse code need not
represent 3 *-property violatlion, even In certl-
fled systems.

2e He really do not know how feasible or effectlive
pattern matching technlques are Ilkely to be as
a means of Trojan horse detection.

3. NO other defense agalnst this threat hass to our
knowledge, been suggested other than the
divislon of the machine®s resources to the
extent that processes of different classifica-
tion share nothinge Thls latter approach would,
however, certalnly defeat many of the motlves
that led to the sharing of the machlne In the
first ptacaeae.

Approach Apalvsls

Partly based on these statistlcal analyses, the
varlous advanced survelllance techniquesy @3¢y Pattern
matching, active defenses, multiple entry of key informa-
tlon and more sophlstlicatec data relatlonsy should be
subjected to serlous analyses to estlimate thelr effectlve-
ness agalnst both external, high level penetration
attempts and Internaly fow level ones. In addltlion, the
solutions must be analyzed with regard to thelr Interac-
tion with the constralnts of Section III. In particular,
the redundant storage of informatlon described as the
multiple entry approaches must be studied to establish
whether there Is a midole ground between a solution so
compl lcated that It serves as an Impediment to the normal
use of the system and one so slmple trat Its effect Is
negated by the "undergrounc® clirculation of a few macros
whichy, In effect, convert the mulitiple entry system Into a
single entry onee.

Qeslan_and Implementatlion

We are assuming the baslc audit and survelllance
mechanisms are to be Implerentec earlye As for the more
advancea survelllance technlquesy we 3re sujgesting that
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these be postponed untll the cospleticn of the above
studles.
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